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The vast expansion of IoT devices significantly expands the
potential attack surface for networks; therefore, the increased
complexity in detecting intrusions from these new sources is
caused by the large dimensionality of the data, the severe class
imbalance issue that exists when defining a normal versus
abnormal behavior model based upon this data and the chaotic
nature of network traffic.

This paper proposes a fully automated loT-based Network
Intrusion Detection System (NIDS), utilizing the Gotham
Dataset 2025. Two AutoML approaches are used as part of the
proposed system: TPOT (Tree-based Pipeline Optimization
Tool) and FLAML (cost-aware lightweight AutoML
framework). Both systems were evaluated using four different
validation methods against approximately 5.8 million network
traffic instances. FLAML achieved better results than TPOT in
all evaluations, including achieving 99.98% accuracy at one
evaluation. TPOT achieved comparable or slightly better
performance than FLAML for precision and recall, but was less

stable in its performance when dealing with class imbalance.

1. Introduction

The Internet of Things (IoT) has completely changed
how we do computing today. By allowing many
different types of sensing devices, actuator devices,
and other intelligent devices to communicate with
each other over a wide variety of applications
including health care, smart cities, industrial
automation, transportation systems, and critical
infrastructure monitoring, [1], [2] the IoT has
transformed how we do computing. However, due to
device diversity, limited processing capabilities, and
varying communication protocols, IoT systems
present new and unique security challenges compared
to what were previously seen in non-IoT systems [3].
Moreover, because IoT systems typically provide
always-on connectivity to remote servers via various
communication protocols (e.g., HTTP/HTTPS,
FTP/SFTP, MQTT, CoAP, etc.), there are far greater
opportunities for attackers to compromise an [oT
system using cyber-attacks (including DDoS attacks,
botnets, scanning activities, spoofing attacks, and
unauthorized access attacks)[4], [S]. Because of the
unique security challenges presented by IoT systems,

it is common practice to employ Intrusion Detection
Systems (IDS) as a means of monitoring the behavior
of both networked systems and individual
components within those systems to identify possible
malicious activity or policy violations[6]. IDSs are
considered as part of a defensive strategy where the
goal of IDSs is to identify malicious activity that may
bypass perimeter defense or occur through
compromised internal devices. IDSs can be classified
based upon deployment location as host-based IDS
(HIDS) and network-based IDS (NIDS). Furthermore,
IDSs can be classified based upon detection approach
as signature-based and anomaly-based IDS[7].
Signature-based IDSs rely upon pre-defined patterns
associated with known attacks. Therefore, signature-
based IDSs are ineffective at identifying unknown
(zero day) and evolving attacks that frequently occur
in the dynamic IoT environment [8]. To overcome
these limitations, there is growing interest in
developing anomaly-based IDS. These systems seek
to create a profile or model of expected behavior of a
system/network during normal operation and report
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any deviation from expected behavior as potentially
malicious activity[9]. As a result of this growing
interest in anomaly-based IDS, machine learning
(ML) has become increasingly popular for enhancing
the detection capability of anomaly-based IDS.
Through machine learning techniques, it becomes
feasible to develop data-driven models of complex
traffic patterns and improve the ability of IDS to
generalize to unknown attacks [10], [11]. A number
of Classical ML algorithms (e.g., k-means clustering),
ensemble methods (e.g., random forest), and neural
networks have shown good detection performance in
various studies; however, the detection capability
relies greatly on the selected features (feature
engineering/preprocessing), selected algorithm(s),
and hyperparameters[12], [13]. Due to the high
degree of expertise required and iterative testing
needed to select the appropriate features, algorithm(s),
and hyperparameters, AutoML reduces the
complexity of designing ML-based IDSs and makes
them scalable/reproducible in real-world IoT
deployments[14]. One important aspect when
selecting an evaluation dataset for IDS performance is
that it needs to reflect realistic communication
patterns among loT devices and their heterogeneous
behaviors. Previous studies have shown that
traditional benchmark datasets like KDD Cup'99 and
NSL-KDD lack such realism and modern attack
behavior representations[15], [16]. Hence, recent
studies emphasize the need for IoT-specific datasets
that capture realistic communication patterns and
heterogeneous device behaviors. To fill this gap, the
Gotham dataset 2025 was developed through
simulation-based generation of IoT network traffic
and represents a large-scale collection of IoT traffic
with several attack categories and realistic traffic
dynamics. Thus, it is suitable for evaluating IDS in
modern IoT environments[17]. As mentioned above,
one major advantage of using AutoML is to simplify
the process of designing ML-based IDSs by
automatically selecting optimal combination of
algorithm(s) and hyperparameters. In the case of
intrusion detection, AutoML should be viewed as an
enabler rather than a focus area for research. It assists
security experts to construct reliable detection models
with less manual effort and less configuration
biases[18]. From a security driven view point, this
study focuses on the intrusion detection problem as
the primary challenge, and utilizes AutoML to enable
scalability, reproducibility and detection reliability
for [oT. This study conducts a complete comparison
of TPOT and FLAML for large-scale IoT intrusion
detection utilizing the Gotham dataset 2025; It
examines four validation methods to evaluate the
performance stability and possibility of optimism-
bias. It evaluates the performance of a class-balanced
way utilizing macro precision, macro recall and
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confusion matrix; Finally, this study provides some
practical information about the trade-off between
cost-aware optimization and evolutionary search for
the development of AutoML-based Intrusion
Detection Systems. The rest of this document will
follow the following organization. In section 2 we
provide a background to our work, specifically
reviewing past AutoML & IDS research. Then in
section 3 we describe our dataset, and how it was
preprocessed. Next, in section 4 we outline our
methodological approach, including a description of
our experimental design. Following that, in section 5,
we detail the specifics of our experimental
environment. In section 6 we present the results of our
experimental evaluation. After that, in section 7 we
conduct an extensive analysis of those results. And
finally, in section 8 we summarize our conclusions
and point out possible areas of further study.

2. Related Work

The development of intrusion detection systems (IDS)
has developed dramatically in the last twenty years.
The early IDS systems used to be based on manual
creation of rules and/or attack signatures. Since those
methods had the disadvantage of being difficult to
apply in an environment with rapidly evolving threats,
new types of IDS were developed, specifically IDSs
that use machine learning techniques, so that the
system learns to detect abnormalities of behavior that
could indicate an intrusion[19], [20]. In recent times,
because of the growing number of Internet of Things
(IoT) networks, researchers of IDS have started to
focus on issues related to IoT, specifically device
heterogeneity, high network traffic and severe class
imbalance [21],[22]. Studies published between 2022
and 2024 showed that traditional machine learning
algorithms like random forests, support vector
machines and gradient boosting trees achieved very
good performance when applied to intrusion detection
problems on IoT networks[23],[24]. However,
ensemble-based IDSs that combine different learners
have shown improved robustness, but they usually
need large amounts of knowledge about the problem
domain to function properly and also require a lot of
configuration and parameter tuning, which makes
them less useful for large-scale deployments in IoT
networks [25]. One way to decrease the dependence
on domain experts to configure AutoML is to train the
models automatically. There are several AutoML
frameworks available today. Classic AutoML
systems, like Auto-WEKA, employed Bayesian
Optimization to find optimal combinations of
algorithms and hyperparameters [26]. Evolutionary
AutoML frameworks, like TPOT, use Genetic
Programming to generate all possible combinations of
ML pipeline stages (preprocessing, feature selection,
classification), to automatically determine what
combination will produce the best model [27]. Current
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research shows that while TPOT can create complex
pipelines, it is highly dependent upon the time budget
and size of the dataset, especially when dealing with
large, unbalanced IoT datasets [28], [29]. In contrast,
Cost-Aware AutoML Frameworks (CAAFs), like
FLAML are focusing on optimizing the computation
cost. FLAML optimizes training costs by considering
it within the optimization process and prefers learners
with low training cost and efficient search strategies
[30]. Empirical studies performed between 2022 and
2025 show that FLAML performs similarly or even
better than evolutionary approaches concerning
detection performance while reducing considerably
the computational overhead. Therefore, FLAML is
suitable for large-scale IoT intrusion detection
applications ~ [31],[32]. Besides  algorithmic
considerations, recent publications emphasize the
impact of evaluation methodologies in assessing the
performance of IDS and AutoML. Several benchmark
studies show that single hold-out evaluations provide
too optimistic results and for example for unbalanced
multi-class intrusion datasets [33]. For this reason
cross-validation and out-of-fold (OOF) evaluation
strategies should be used to get reliable generalization
estimates and prevent misleading conclusions
regarding performance [34],[35]. Additionally,
current research on IoT IDS stresses the importance
of macro-average precision and recall to perform a
fair comparison among minority classes of attacks
[36]. Although there was considerable advances made
in this area, there are still open questions. While prior
studies examined the use of AutoML in intrusion
detection, most of them consisted of either single
framework validations or small-scale datasets and/or
simple holdout validation methods. Specifically, there
is a lack of comparative analysis between TPOT and
FLAML that would take place under equalized
preprocessing pipelines, equalized computational
resources and various validation conditions —
especially for large-scale, imbalanced IoT datasets.
Moreover, numerous studies rely on old benchmarks
or do not evaluate performance stability under
multiple evaluation conditions. To fill this gap, this
paper provides a detailed examination of AutoML
assisted intrusion detection using the Gotham Dataset
2025. This study uses multiple validation approaches
in order to provide a secure and transparent analysis
of both evolutionary and cost-aware AutoML
architectures for [oT applications.

3. Gotham Dataset

L Dataset Overview and Rationale

Unlike UNSW-NB15[37], Gotham Dataset 2025 is an
example of a large-scale, behavior-driven synthetic
data set to simulate as realistic a model of traffic in
IoTs as possible. In total there are 78 simulated [oT
devices using several different protocols to simulate
various forms of interaction. A primary benefit of this

data set is collecting traffic data from each individual
device. Collecting traffic data at the individual device
level allows for maintaining natural heterogeneity in
the data. This ability makes it ideal for both
centralized intrusion detection systems (IDS), and
federated learning-based security frameworks. This
data set was created to address several limitations with
current IDS benchmark. These include: small size,
lack of variety in types of devices used in simulations,
and use of dated attack methods. Unlike all other pure
synthetic data sets that rely upon generating random
traffic flow, Gotham Dataset 2025 uses a behaviorally
driven simulation method. Using behaviorally driven
simulation generates malicious and benign traffic
flow activity by simulating communication patterns
and using established attack models. As such, this
creates traffic flows that mimic those seen in actual
time-series traffic flows and statistically. The
behaviorally driven simulation environment also
simulates many aspects of how IoT devices interact
with one another, their gateways, and the cloud
services they use to provide a very realistic and
complete evaluation for new intrusion detection
technologies.
I1. Dataset Composition and Challenges

The Gotham dataset 2025 has many characteristics
that define its high dimensionality and complexity:

e Scale: Approximately 5.76  million
instances.

e  Attributes: Described by 13 attributes.

e Labels: The Gotham Dataset 2025 consists
of benign traffic together with multiple
malicious attack scenarios, including DoS,
Remote Command Execution, Ingress Tool
Transfer, Reporting, Telnet Brute Forcing,
Network Scanning, Periodic Command-and-
Control Communication, Remote Code
Execution, and CoAP Amplification Attack.
The processed dataset used in this work was
generated through the official Gotham

labeling  pipeline and  subsequently
organized into the attack categories
employed in our experiments.

This classification provides a skewed

representation of the frequency of each type of
event within the data set. In particular, the
majority of events recorded in the data set
represent legitimate (normal) traffic. However,
the occurrence of certain attack behaviors (e.g.,
remote-to-local (r21), user-to-root (U2R)) are
much less frequent than normal traffic.
Scientific Challenges: The dataset is inherently
unbalanced due to the vast difference in occurrence
rates of each type of behavior. Additionally, since it
represents a multi-class problem, it presents
significant scientific challenges for selecting and
evaluating automated machine learning (AutoML)
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models.

1. Data Preprocessing Pipeline

A preprocessing pipeline was developed to remove or
correct biases associated with the presence of noise,
imbalance and mixed data types in order to transform
the raw, heterogenous data into a unified, numeric
format that can be used with AutoML tools such as
TPOT and FLAML. As depicted in figure 1 above, the
processing flow diagram illustrates the steps involved
in transforming raw data into a usable format:

. Dataset Loading & Target Formatting: Load the
original raw .CSV file and process the target column
as a multiclass string labeled category.

. Missing-Value Handling:

High-Missing-Value Removal: Remove Columns
with high amounts of missing values in order to
minimize data corruption issues during analysis.
Imputation: Impute remaining missing values with
the median value for numeric variables and a default
placeholder value for categorical variables.

. Categorical Encoding: Convert categorical
features into a form that can be used mathematically
by one hot encoding them.

. Feature Normalization: Normalize feature values
so they have consistent scales.

. Data Export: Export the final numeric matrix ready
for use with various experimental validation
methodologies.

In terms of methodology, the scale and structure of
[oTSIM provide a number of difficulties that lead to
the experimental design methods presented in this
document. The large number of training examples
imposes demands on the scalability and efficiency of
learning algorithms. Furthermore, the multi-class and
imbalanced nature of the data require the use of robust
validation techniques for obtaining accurate and
unbiased measures of performance. To accomplish
this goal, we employ three data partitioning schemes
including stratified and non-stratified holdouts, cross-
validation based model selection, and out-of-sample
evaluation methods.

4. Methodology

This work provides a systematic examination of both

TPOT and FLAML's ability to produce high-quality

models in terms of performance (using several

metrics), their stability across multiple runs (to
evaluate reliability), and whether they generalize well
under a variety of different data partition schemes.

The same pre-processing pipeline was applied for all

experiments. To ensure that each experiment is

exactly replicable with the exact same results, we used

a fixed seed number to initialize the pseudo-random

numbers for each run. The Figure 2 illustrates our

overall research design which includes framework
setup; how data partitions will be created; as well as

For Engineering Sciences

what measures we use to assess model quality.

. AutoML Frameworks

We compared two different AutoML frameworks:

TPOT which is a framework that utilizes

evolutionary algorithms to optimize pipelines and

FLAML, which uses a cost-based approach to

select models.

1. TPOT (Evolutionary

Optimization)

TPOT was configured using genetic programming to
automatically optimize complete machine-learning
pipelines,  including  preprocessing,  feature
transformation, feature selection, and classifier
selection. TPOT was configured using a population
size of 20 and five generations of genetic
programming. Model optimization employed the
macro Fl-score as the objective function
(scoring="f1 macro') to account for the highly
imbalanced multiclass nature of the Gotham Dataset.
Model selection was performed using Stratified
Cross-Validation  (StratifiedKFold,  n_splits=5,
shuffle=True, random_ state=42). A fixed random
seed (random state=42) was used to ensure
reproducibility. TPOT was executed using all
available processor cores (n_jobs=-1) whenever
parallel execution was supported; otherwise, it
automatically reverted to single-core execution
(n_jobs=1). The maximum optimization time was
limited to 5 minutes (max_time mins=5) for each
experiment. During Holdout experiments, TPOT was
allocated a search budget of 300 seconds and
employed 10-fold internal cross-validation. For OOF
evaluation, TPOT was limited to 120 seconds per fold
to maintain computational feasibility. The
optimization objective was classification accuracy. In
cases where parallel execution was unavailable,

Pipeline

TPOT automatically reverted to single-core
execution. The evolutionary search explored
combinations of preprocessing operators and

classification algorithms while maintaining identical
preprocessing conditions across all experiments.[38]

2. FLAML (Cost-Aware Lightweight

Optimization)

FLAML was configured as a cost-aware AutoML
framework that jointly optimizes model performance
and computational efficiency. A fixed random seed
(42) was used throughout all experiments. The
optimization objective was classification accuracy.
During Holdout experiments, FLAML was provided
with a time budget of 300 seconds, while OOF
evaluation employed 120 seconds per fold. FLAML
automatically selected candidate learners and
optimized their hyperparameters through its cost-
aware search mechanism. Internal cross-validation
was used during model selection to ensure robustness.
Logging was enabled to improve reproducibility and
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allow monitoring of optimization progress.
II. Data Partitioning and Validation Strategies
Four alternative methods were developed to evaluate
the reliability and generality of AutoML
performance: each strategy was tested using identical
preprocessing and consistent random number
generation.
Strategy 1: Stratified Holdout (80/20).
When possible, we divided the dataset into 80%
training and 20% test sets using stratified sampling
(i.e., class proportion preserved in both splits). When
doing Stratified 5-Fold Cross-Validation on the
training split for TPOT, the final model was evaluated
against the same hold-out test set. Also, for FLAML,
we did stratified cross-validation on the training split
and evaluated on the same hold-out test-set.
Strategy 2: Non-Stratified Holdout (80/20).
The goal here was to investigate how much class-
distribution shift occurs through random partitioning,
so we created another hold out split that didn't include
stratification. Both frameworks were still using
stratified cross-validation (5-fold) for selecting
models, but instead of being stratified they used a non-
stratified test-split for their final evaluations.
Strategy 3: Holdout (80/20) with KFold10 Model
Selection.
For this configuration, we made a normal 80/20
holdout split, and TPOT ran with 10-fold KFold
cross-validation (non-stratified) on the training part.
Similarly, FLAML was run with a 10-fold cross-
validation evaluation method. Strategy #3 allows us
to determine how non-stratified multi-folding impacts
model selection.
Strategy 4: Full-Data Stratified 10-Fold Out-of-
Fold (OOF) Evaluation.
To achieve a better (less optimistic) estimate of
generalized performance than what you would get
from a single-holdout, we employed a full-data
Stratified 10-Fold OOF evaluation. As such, in each
fold of the data, we trained a model on the remaining
9 folds and evaluated it against the remaining fold.
The prediction values from each of the ten folds were
then combined to calculate the final performance
metrics. To control for cost associated with running
TPOT across each fold, we fit each fold using an
internal stratified cross-validation procedure and
utilized a smaller time-budget. FLAML was similarly
restricted to a similar time-budget for training per
fold. Because of this OOF evaluation technique, there
is less variance associated with predicting over a
single hold-out and gives a more realistic estimate of
true-world performance.

III. Evaluation Metrics
To evaluate how well different strategies performed
in terms of accuracy, as well as ensuring each class is
treated equally (and therefore reducing the impact of
the "majority" classes), we used the following four

metrics:
e Overall classification correctness —
Accuracy.
e Class Balancing -- Macro-averaged

Precision, Macro-Averaged Recall.

e Error pattern visualization -- Confusion
Matrices.

e Precision—Recall and Macro Average
Precision, because these two are especially
useful when classes have different numbers
of instances.

e In addition to accuracy, macro precision,
and macro recall, macro F1-score was used
to provide a more balanced evaluation of
model performance on the imbalanced
multiclass  dataset. Macro Fl-score
combines precision and recall into a single
measure and treats all classes equally,
regardless of how many samples each class
contains. Therefore, it is especially useful
for assessing how well the models detect
minority attack classes.

All results were analyzed on a strategy-by-strategy
basis for TPOT and FLAML; subsequently, we
created side-by-side bar chart summaries to allow for
comparisons across evaluation methods.

5. Experimental setup

To enable reproduction and transparency, each
experiment was performed on a MacBook Air that ran
macOS Big Sur (version 11.7.10), which had an Intel
Core i7 processor at 1.7 GHz (dual core), 8 GB RAM
(at 1600 MHz DDR3), and Intel HD Graphics 5000
(1536 MB). This experimental pipeline was written
with Python version 3.10. It used the library scikit-
learn (v1.4.2) for data preparation and model
performance assessment. TPOT (v0.12.2) was applied
for optimizing models via evolutionary-based
AutoML techniques. FLAML (v2.3.2) was also
utilized for selecting best models according to their
costs as well as adjusting optimal hyperparameters.
All experiments were run under the same computing
environment to provide a fair and unbiased
comparison between AutoML tools by utilizing
equivalent preprocessings methods and similar
runtime constraints. A constant random number
generator seed (42) was therefore consistently applied
throughout each experiment to allow for reproducing
results. Each model's performance was evaluated with
common classification criteria such as accuracy,
precision, recall. Visual analysis of model behaviors
were achieved wusing confusion  matrices.
Different time allocations were provided to each
evaluation  strategy for the  computation
configurations. For example, 5 minutes of time were
allowed for TPOT when evaluating hold-out sets;
however, 300 seconds were allowed for FLAML to
evaluate its own hold-out set. OOF evaluations
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utilized 2 minutes/fold for TPOT; however, FLAML
was restricted to 120 seconds/fold. TPOT utilized 10-
folds Cross Validation with previously defined
generation and population parameters to optimize the
solutions within its search space while concurrently
allowing a fallback procedure to single-threaded
execution if the user experienced difficulties with
multi-threading. On the other hand, FLAML utilized
10-folds Cross Validation with the specified
split_type when available to efficiently browse the
solution space given the limitations of the users'
computationally budgeted resources.

6. Results

This section reports the experimental results of
comparing TPOT and FLAML under the four data
partitioning strategies defined in the methodology
(Stratified Holdout, Non-Stratified Holdout, Holdout
+ KFold10 model selection, and Full-data Stratified
10-Fold Out-of-Fold evaluation). Performance is
summarized using Accuracy, Macro-averaged
Precision, Macro-averaged Recall, and Macro-
averaged F1 Score, and is complemented by
confusion matrices.
L. Strategy-wise Performance Analysis

1. Stratified Holdout (80/20)

FLAML performed extremely well in terms of
accuracy (.9998) and was able to achieve nearly
perfectly  balanced class  metrics  (macro
precision=.8737; macro recall= .8556; FI-
score=.8806) under stratified holdout. In contrast,
TPOT produced much less accurate predictions
(.9155) and moderately good class-balance metrics
(macro precision= .6548; macro recall=.7412; F1-
score=.6152) under stratified holdout.

2. Non-Stratified Holdout (80/20)

In the non-stratified holdout setting, FLAML
continued to demonstrate nearly perfect performance
(accuracy= .9992; macro precision= .8396; macro
recall= .8424; Fl-score= .8401); this level of
performance demonstrates that FLAML is robust to
some degree to variations in how data are partitioned
into  training/test  splits.  However, = TPOT
demonstrated similar accuracy (.9200) in the non-
stratified holdout setting as compared to the stratified
holdout setting but failed to produce significantly
improved class-balance metrics (macro precision=
.6508; macro recall= .7321; Fl-score=.6094) when
class balance is not explicitly controlled for.

3. Holdout (80/20) with KFoldl0 Model

Selection

Using 10-fold cross-validation (with no stratification)
during model selection resulted in TPOT producing
virtually identical performance (accuracy= .9200) as
seen in the prior two settings. This result suggests that
although using multiple iterations of resampling may
provide additional information regarding which
models perform best on unseen data, the added value

is negligible in this setting due to the rigid time
constraints placed upon TPOT. While FLAML still
produced high accuracy (.9998), it also produced
slightly lower levels of macro-metrics (macro
precision= .8739; macro recall= .8521; Fl-score=
.8608) when subjected to repeated evaluations across
different folds.

4. Full-data Stratified 10-Fold Out-of-Fold

(OOF) Evaluation
OOF evaluation represents the most reliable means of
estimating a model's true ability to generalize. Under
such an approach, each sample in the entire dataset is
evaluated using a separate held-out subset of the
samples. Thus, every sample has been evaluated once
on a set of samples that never included itself. TPOT
produced a high level of accuracy (.9113) along with
reasonable and relatively stable levels of macro
precision/recall/F1-score (.6546/.7282/.6135) under
OOF evaluation. In contrast, FLAML produced
higher levels of accuracy (.9834), however the macro-
recall fell dramatically (.5396), and these findings
illustrate that FLAML's minority class performance is
significantly diminished when subjected to strict
validation.
II.  Figures and Visual Analysis

Figure 3 presents a comprehensive comparison of
TPOT and FLAML across four evaluation methods
using four performance metrics: accuracy, macro
precision, macro recall, and macro F1-score. Overall,
FLAML consistently outperformed TPOT under the
first three evaluation methods, namely Stratified
Holdout, Non-stratified Holdout, and Holdout +
10-Fold Cross-Validation. As illustrated in Figure
3(a), FLAML achieved near-perfect classification
accuracy in the first three methods (99.92% -
99.98%), substantially exceeding the performance of
TPOT, whose accuracy remained relatively stable at
approximately 91-92%. Figure 3(b) compares the
macro-average precision, which evaluates prediction
correctness by assigning equal importance to all
classes regardless of their frequencies. FLAML
achieved considerably higher macro precision than
TPOT in the first three evaluation methods, indicating
a substantially lower false-positive rate for minority
attack classes. The largest improvement was observed
under the Stratified Holdout evaluation, where
FLAML achieved a macro precision of 0.8737
compared with 0.6548 for TPOT. The macro-average
recall presented in Figure 3(c) measures the
proportion of correctly identified samples from each
class. FLAML again achieved higher recall than
TPOT under Methods 1-3, indicating improved
sensitivity to minority attack categories. Nevertheless,
under the Full-data Stratified 10-Fold Out-of-Fold
(OOF) evaluation (Method 4), FLAML's macro recall
decreased to 0.5396, whereas TPOT maintained a
higher recall of 0.7282. Figure 3(d) presents the macro

"

Sulaimani Journal o———
€@ For Engineering Sciences



Vi
L[]

Sulaimani Journal

———— @ For Engineering Sciences @)

Sulaimani Journal for Engineering Sciences / Volume12 — Number 3 — August 2026

F1-score, which balances precision and recall and is
widely regarded as one of the most informative
measures for imbalanced multiclass classification.
FLAML achieved substantially higher macro F1-
scores than TPOT in the first three evaluation
methods, reaching values between 0.8401 and 0.8806
compared with approximately 0.61 for TPOT.
However, similar to macro recall, the macro F1-score
declined under Method 4 (0.5497), whereas TPOT
maintained a relatively stable value of 0.6135,
indicating that TPOT exhibits greater robustness
under extremely stringent validation despite its lower
overall predictive performance. While the predictive
performance presented in Figure 3 demonstrates the
effectiveness of the two AutoML frameworks,
practical deployment also depends on computational
efficiency. Therefore, the optimization cost of TPOT
and FLAML was further analyzed to determine
whether the observed improvements in classification
performance were achieved with acceptable
computational requirements. The computational cost
analysis observed in figure 8 demonstrates that
FLAML consistently required substantially less
optimization time than TPOT across all evaluation
methods. Under the stratified and non-stratified
holdout validation strategies (Methods 1 and 2),
FLAML completed the optimization process in
approximately one minute, achieving speedups
exceeding 20x over TPOT. Although the
computational demand increased for the cross-
validation-based evaluation methods, FLAML
maintained a clear efficiency advantage, requiring
only 4.18 minutes for Method 3 and 11.34 minutes
for Method 4, compared with 15.24 and 125.65
minutes, respectively, for TPOT. These results
indicate that FLAML provides a significantly more
computationally efficient AutoML framework while
simultaneously  delivering superior predictive
performance, making it particularly suitable for large-
scale intrusion detection datasets.

I11. Key Observations

Overall, FLAML shows a strong performance in
terms of both high accuracy and high macro precision
across all holdouts (i.e., validations). However, the
macro recall may decrease in some cases as per an
OOF evaluation, suggesting reduced sensitivity to
minority classes under the strict OOF evaluation.
TPOT has significantly lower peak model
performances; however, the macro recall remains
relatively stable across the holdout-based evaluation
strategies. The results therefore support the need to
evaluate IDS models against multiple validation
protocols, and when possible, utilize macro averaged
metrics when evaluating IDS models against multi-
class imbalanced datasets.

7. Discussion

The empirical results confirm that both AutoML
frameworks and evaluation methods have significant
impacts on how accurate or inaccurate IDSs are in
imbalanced IoT environments. The superior
performance observed for FLAML under the holdout-
based evaluation strategies is likely attributable to its
cost-aware optimization strategy, which efficiently
explores candidate models within a constrained
computational budget. However, when employing a
much more rigorous evaluation method (full-data
stratified 10-Fold out-of-fold cross-validation), while
maintaining excellent average accuracy levels
FLAML's performance also showed a drop-off in
terms of its macro-recall, and therefore the proportion
of actual positive instances detected as positive. As
such, there appears to be an inherent bias toward
optimizing for the performance of the majority-class
when  optimizing the FLAML  algorithm.
Additionally, the extremely high levels of accuracy
exhibited by FLAML in hold-out settings appear to be
overly optimistic regarding its potential real-world
effectiveness in highly skewed populations. TPOT, on
the other hand, had lower overall accuracy in
comparison to FLAML; however, its macro-recall
remained relatively constant throughout all evaluation
methods. TPOT's pipeline evolution through iterative
trial-and-error within the constrained time budget
typically may lead to simpler pipelines that provide
better generalizability. While this prevents TPOT
from reaching its optimal performance, it allows
TPOT to maintain a more equal balance in the
detection of positive and negative examples, and thus
improves its robustness in terms of variations in
population distributions. One important outcome of
this research is the significant effect that methodology
used for validating the performance has upon the way
one interprets performance. The findings also
demonstrate that validation methodology strongly
influences the interpretation of IDS performance.
While single-split evaluations may produce optimistic
estimates, out-of-fold validation provides a more
reliable assessment of model generalization,
particularly  for highly imbalanced datasets.
Consequently, macro-averaged metrics should
accompany accuracy when evaluating multiclass
intrusion detection systems. The findings are
consistent with previous studies reporting that
FLAML achieves competitive predictive performance
while substantially reducing optimization time
compared with evolutionary AutoML approaches.
Similarly, earlier investigations have emphasized that
accuracy alone may overestimate classifier
performance on highly imbalanced intrusion detection
datasets, reinforcing the importance of macro-
averaged metrics and rigorous validation strategies.
This agreement with previous studies increases
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confidence that the observed trends are not specific to
the Gotham dataset alone but reflect broader
characteristics of cost-aware AutoML for intrusion
detection. An additional contribution of this work is
the analysis of computational efficiency. FLAML
consistently  achieved  substantially  shorter
optimization times than TPOT while maintaining
superior predictive performance under most
evaluation strategies. This demonstrates that cost-
aware AutoML can provide both computational
scalability and competitive detection performance for
large-scale IDS applications. Practically speaking, the
selection of an appropriate AutoML framework
should depend upon what type of applications it will
be used in. For example, if time is limited and/or the
environment is computationally expensive then
FLAML would be a more appropriate option for
maximizing overall accuracy/efficiency. Conversely,
if a greater emphasis were placed on achieving
balanced class-level performance and/or model
stability then TPOT could potentially serve as a
preferable alternative. In conclusion, these outcomes
clearly illustrate that no single AutoML framework
exists that is inherently superior. Therefore,
evaluating IDSs appropriately depends heavily upon
considerations for the specific characteristics of the
underlying data set, degree of class imbalance present,

available computational resources, and most
importantly, the chosen evaluation strategy.
Therefore, = multi-metric ~ and  multi-strategy

evaluations represent an essential step in producing
valid and applicable IDS solutions in real -world IoT
environments.

8. Conclusion and future work

The goal of this paper was to address the challenges
of developing efficient intrusion detection systems
(IDS) for both large scale and unbalanced IoT
networks through using automated machine learning
(AutoML) based on frameworks. We examined two
widely used AutoML paradigms; TPOT (an
evolutionary optimization), FLAML (a cost-aware
optimization). Both were evaluated with the Gotham
Dataset 2025 using four evaluation methods. Both
TPOT and FLAML produced excellent results with
respect to accuracy. However, FLAML demonstrated
a larger advantage than TPOT with respect to
accuracy and macro precision. The difference in
performance became even more pronounced in
comparison studies with respect to the use of hold-out
validations. With regards to macro recall, TPOT had
an advantage over FLAML. This indicates that TPOT
has more sensitivity to minority classes. It also
suggests that TPOT produces more balanced
performance from a class level perspective when
subjected to more stringent evaluation criteria. A
major methodological contribution of this research is
that the choice of evaluation method significantly

impacts how one views the success or failure of auto-

ML frameworks. For example, while FLAML

achieved almost perfect accuracy when validated

using a hold-out approach, its macro recall declined
noticeably when the same data set was evaluated
using a full data stratified out-of-fold (OOF)
approach. Therefore, in addition to achieving good
accuracy, detecting minority classes accurately and
reliably is very important. This implies that using
class-balanced metrics and/or employing a variety of
evaluation approaches is necessary for ensuring that
one's results are reliable. In terms of practical
application, FLAML is best suited for use in situations
where maximizing overall accuracy and efficiency are
paramount and time constraints exist. Conversely,

TPOT is likely most beneficial in those situations

were maintaining balance across all classes and

having a relatively stable model are more important.

Further, if additional processing power exists to

support longer evolutionary searches, then TPOT

would likely produce more reliable results.

Ultimately, the selection of a suitable evaluation

methodology is at least as important as selecting a

suitable AutoML paradigm. In order for an IDS

system to function effectively within an IoT
environment, it must have strong models as well as
effective validation methodologies that closely mimic
real-world operating conditions. This project will
expand upon this previous work by examining several
additional AutoML frameworks and multiple [oT
datasets. Additionally, Statistical significance testing
was not applied because fold-level paired prediction
outputs were not retained for all validation methods.

Future work will repeat the experiments using saved

fold-level metrics to enable paired statistical tests

such as Wilcoxon signed-rank or McNemar tests.
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Accuracy

Recall (Macro)

Table I. Holdout 80/20 Evaluation Results (Stratified vs non-stratified).

Macro Macro Macro F1-
Strategy Framework Accuracy Precision Recall score
Stratified Holdout
(80/20) TPOT 0.9155 0.6548 0.7412 0.6152
Stratified Holdout
(80/20) FLAML 0.9998 0.8737 0.8556 0.8806
Non-Stratified
Holdout (80/20) TPOT 0.9200 0.6508 0.7321 0.6094
Non-Stratified
Holdout (80/20) FLAML 0.9992 0.8396 0.8424 0.8401
Table I1. Holdout 80/20 with KFold10 Model Selection Results.
Framework Accuracy Macro Precision Macro Recall Macro F1-score
TPOT 0.9200 0.6508 0.7321 0.6094
FLAML 0.9998 0.8739 0.8521 0.8608

Table II1. Full-data Stratified 10-Fold Out-of-Fold (OOF) Results.

Framework Accuracy Macro Precision Macro Recall Macro F1-score
TPOT 09113 0.6546 0.7282 0.6135
FLAML 0.9834 0.6666 0.5396 0.5497
1) ACCURACY COMPARISON ACROSS FOUR EVALUATION METHODS 2) MACRO PRECISION COMPARISON ACROSS FOUR EVALUATION METHODS
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cross-validation on training set Stratified 10-fold out-of-fold recall, and F1-score. Method 4 is the most challenging setting; FLAML still
(validation on full dataset) | outperforms TPOT by a clear margin in all metrics.

Figure 3. Accuracy, Macro Precision, Macro Recall, and Macro F1-score Comparison between TPOT and

FLAML for the four evaluation methods.
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Figure 4. Confusion matrix for TPOT using the holdout+kfold10 evaluation strategy
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Figure 5. FLAML confusion matrix using Holdout + KFold10.
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Figure 6. Confusion matrix of TPOT under full-data stratified 10-fold out-of-fold evaluation.
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Figure 7. Confusion matrix for FLAML under full-data stratified 10-fold out-of-fold (OOF) evaluation.
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Computational Cost Comparison of TPOT and FLAML

Optimization Time Across Four Evaluation Methods

130 - @R TPOT @ FLAML 125.65

Optimization Time (minutes)
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(Stratified Holdout) (Non-stratified Holdout) (Holdout + 10-Fold CV) (Full-data Stratified
10-Fold Out-of-Fold)

i Key Takeaway: E Average Speedup of FLAML over TPOT

1 : : S S |

! FLAML consmten?ly requires significantly less ‘ophmlzai.lon time than TPOT ! Method 1 Method 2 Method 3 Method 4
| across all evaluation methods. The advantage is especially pronounced for the |

| most computationally demanding setting (Method 4). E 20.4x 21.7x 3.6x 11.1%

Note: TPOT times are in minutes as reported in execution logs. FLAML times converted from seconds to minutes.

Figure 8. Computational Cost Comparison of TPOT and FLAML for the four evaluation methods.
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